
Source: https://brostcancerforbundet.se/om-brostcancer/diagnostik/tata-brost/ 

Conclusion

- Black box nature makes it hard to fully integrate 
deep neural networks.

- More interpretable models for bioinformatic data, 
SVM. 

- Combining neural networks with existing 
methods is a good way to keep transparency.

- Meanwhile a great potential for saving in on time 
and resources.

- More efficient workflow.
- Could remove the need for radiation exposure.

Introduction

Top images were miss 
classified by 6 radiologists, 
but correctly classified by 
the model. The bottom two 
were the other way around.

Breast cancer is the most common cancer type 
in the world and finding it in an early stage to 
get treatment is one of the most important 
strategies in order to prevent death. Today's 
methods for diagnosis (in the early stages) are 
heavily dependent on image analysis from 
image data, often X-ray images from 
mammograms. Recent studies have suggested 
flaws in this method of diagnosis, as the density 
of breast tissue can vary drastically between 
patients and smaller tumours can easily be 
missed in more dense breast tissue. 

Image Based Models (CNN)
● Good results, similar performance as radiologist
● Easily built on existing methods
● Not reliable on dense tissue

Support vector machines 
could act as a suitable 
method for cancer 
diagnosis.

Results

Early Stage Breast Cancer Detection in the Age of Computers
A review

Dennis Amphan & Simon Jenner

In recent 
years the 
number of 
genes in the 
GenBank has 
increased 
drastically

Source: https://www.nature.com/articles/s41598-019-48995-4

● Both methods using 
biomarkers provide better 
result

● Non ICT-method (standard 
mammography yields the 
lowest overall performance

● Double reading with AI yield 
same result as two 
radiologists.

Source: https://www.embopress.org/doi/full/10.15252/msb.20156651

Source: 
https://upload.wikimedia.org/wikipedia/commons/thumb/7/72/SVM_margin.png/1024px-SVM_margin.png

Source: https://www.nature.com/articles/s41586-019-1799-6
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Introduction

Wireless sensor networks play an important role in designing effective mobile healthcare
(mHealth) systems to manage healthcare. Body sensor network (BSN), also known as body
area sensor network (BASN), is a sensor network whose nodes are biosensors either implanted
in, worn on, or close to human bodies. BASN can facilitate self-monitoring, allowing patients
to avoid hospitalisation. and improving the healthcare sector. It can provide long-term health
monitoring without disrupting a patient’s privacy and is used in vital signs monitoring, home care
monitoring, clinical monitoring and sports health.

Fig. 1: Representative examples of wearable biosensors [7]

Architecture of mHealth system

Fig. 2: Architecture of an mHealth system [2]

Data from various sensor nodes is transmitted to a special node called super sensor node,
with more storage capabilities. The data collected by the super sensor nodes is sent to a local
controller node. The controller node is responsible for collecting all patients’ data and sends
them to the healthcare provider’s medical server through public networks. Two main biometric
authenticatio approaches for intra-BAN communication have been compared here - ECG fiducial
point based and IPI based. Both methods use heart rate variability as a shared source of entropy
for cryptographic key generation.

Key Requirements

Mutual authentication: A secure process where both entities verify the identity of each
other before communication.

Anonymity: The identity of the node / user needs to be anonymous to main-
tain patient privacy.

Unlinkability: Consecutive transactions / sessions should not be linkable by
an adversary.

Reliability: Proposed systems need quality of service and fault tolerance.
Secure management: A console is needed for a coordinator to add and remove nodes

securely.
Integrity: Check if the data received has been altered.
Freshness: Ensure the newness of data (timestamp).

* Anonymity and unlinkability are applicable mainly to Tier 2 and 3 communication

Working Principle

Fig. 3: Biometric authentication in intra-BAN communication [5]

The process begins with both the sensor node and super sensor node measuring their respective
parameters of the heart. The algorithm then extracts HRV parameters (mentioned in the table)
and uses it a entropy source to generate the shared key. Standard cryptographic methods can
be implemented for key exchange and initial secure communication. The sequence similarity is
quantified as a distance measure to authenticate the device and evaluate the method. The table
below summarises some works from literature.

Ref. Parameters Modeling
[6] NN interval, SDNN, RMSSD,

pNN50
Hash function with message

[1], [9] RR, RQ, RS, RP, RT interval Multiple fiducial point binary sequence generation
[8] QRS axis, QT-interval, ST-level,

and T-wave abnormalities
Wavelet domain Hidden Markov Model

[3] Inter pulse interval µ and σ of IPI array
[4] Inter pulse interval Finite monotonic increasing sequences generation,

cyclic block encoding
[5] IPI from ECG and PPG Hamming distance of generated binary sequence

Comparison of Methods

Metric Inter Pulse Interval based ECG Fiducial based
Computation cost Lower Higher
Energy cost Lower Higher
Data duration ∼30 sec ∼30 sec
Randomness of source Lower Higher
Synchronisation errors Higher Lower

Key Challenges:
Synchronisation in measurement - The pulse wave has a slightly different timing based on
the location of measurement, leading to synchronisation difficulties.
Requirement of circulatory sensing in every node - Since every node needs to measure
the heart rhythm in some way, it may lead to redundant sensors increasing the cost, size and
complexity.

Implications for Medical Information Systems

The increased adoption of wearable devices in consumer electronics and healthcare has cre-
ated scope for continuous long term monitoring. By aggregating and synchronising multi-modal
sources of data from the body, there is great potential to improve the quality of data recorded
by automatically filtering noisy values or annotating mismatch timestamps, etc. This informa-
tion could prove useful to better sensor design as well analytics. Due the privacy concerns with
medical data, it is instrumental to have a secure communication interface - although classical
cryptographic methods exist using hardware random number generation algorithms, biometric
authentication techniques offer an alternative approach that utilizes the shared pool of infor-
mation in the heart beat. It also offers the added benefit that it cannot be "sniffed" remotely,
requiring physical contact with the subject to access the information.
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